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Google

Choose an account
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Add account Remove
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Google

One account. All of Google.

Sign in to continue o Gmail
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Google

One account. All of Google.

Sign in with your Google Account

[¥] Stay sagned in Foigot password?

Sign in with a qdfferent account

O Googhe ACOUN for everything Google
cHMEB@D L & @
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Signing in with 2-step verification
2-step verification

Keep the bad guys out
of your account by using
both your password and

your phone.
: ) L Start setup »
Signing in will be different Keep it simple Help keep others out
You'll need verification codes: Once per computer, or every time: You'll still be covered: e 0o
After entering your password, you'll During sign in, you can tell us not to We'll ask for codes when you (or
enter a code that you'll get via text, ask for a code again on that particular anyone else) tries to sign in to your
voice call, or our mobile app. compufer. account from other computers.
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Set up your phone

o 2 3
Which phone should we send codes to?

Google will send a numeric code to your phona whenever you sign in from an untrusted

computer of device
Phone number ex 3312 M58
- _ J * Google wil only use this ngmber for account securty.

o Message and cata rates may agply.
How should we send you codes?

© Text message (SMS)

© Voice Call

.
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Verify your phone

1 (2] 3 4
We sent a text message tolIIwith a code

Entir werification codae

| erification codes are § dighy kag

= Back E Dodel. et the code?
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Trust this computer?

1 2 e 4
Verification codes on this computer

If you lose your phone, you might be able to access your account from a trusted
computer without needing a code. We recommend that you make this a trusted
computer only if you trust the people who have access to it.

Trust this computer

*You can always change which computers you trust in your Google Account settings.

o~ 8

Don't trust this computer?

| If you lose your phone, signing in from a trusted computer will be the easiest
way to get back into your Google Account.

If you choose not to trust this computer, we strongly recommend you add
‘ backup options so you can get codes if you lose your phone. Follow the
instructions shown after setup to add backup options.

Trust this computer Don't trust this computer
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Confirm

1 2 3 o
Turn on 2-step verification

You'll only be asked for a code whenever you sign in using your account from an
untrusted computer or device.

If you lose your phone, you can always change it in account settings.
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2-Step Verfication

Verification codes App-specific Registered Security Keys
passwords computers

PRIMARY WAY YOU RECEIVE CODES

Prnmary number
Caodes sent via Text message
Added on Feb 25, 2010
Get codes via our mobile app instead
Qur app for Android, iPhone, of BlacBerry even Switch
works whan your Sevice has nO dats or phone NP,
connectivity.

BACKUP OPTION S FOR WHEN YOUR PRIMARY IS UNAVAILABLE

Backup numbers @
m No backup phones

We srongly recommend that you add st lesst coe badup
phone

Add 2 phone number
- Backup codes ©
A
':.' No backup codes printed or downloaded

We that you print o¢ download Backup codes,
aspecially if you travel o have problems receiving coces on
your phone

Print or download
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Switch to the Google Authenticator app

We'll still ask for codes when you (o anytoe else) ¥ies 10 3ign in 1O your
account from other computers or devices With this cption, you'll receive
verification codes fiom the Google Authenticater app. You can stll use
SMSHvoice 33 3 Bacup. Select your phone Hype

AnSrTed

iPhone

BlacBeery

coee
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Set up Google Authenticator
Install the Google Authenticator app for Android.
1. ©n your phone, go to the Google Play Store.

2. Search for Google Authenticator.
(Diownload from the Google Play Store)

3. Download and install the application.
Mow open and configure Google Authenticator.
1. In Google Authenticator, touch Menu and select "Set up account.”
2. Select "Scan & barcode.”
3. Use your phone’s camera to scan this barcode.

Can't scan the barcoda?

Once you have scanned the 3 it verification code
generated by the Aut :

Figure 1 Android Smart Phones
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Set up Google Authenticator
Install the Google Authenticator app for iPhone.
1. On your iPhone, tap the App Store icon.

2. Search for Google Authenticator.
(Diownload from the App Store)

3. Tap the app, and then tap Free to downlosd and install it.
Mow open and configure Google Authenticator.

1. In Google Authenticator, tap "+, and then "Scan Barcode.”

2. Use your phong's camera to scan this barcode.

Car't scan the barcode?

Once you have scanned the barcode, enter the S-digit verfication code
generated by the Authenticator app.

Code: | ‘ Cancel

Figure 2 iPhone

Set up Google Authentic ator

Install the Google Authenticator app for BlackBerry

1. On your phone, open & web browser.

2. Go to m.google.com/authenticator.

3. Download and install the Google Authenticetor application.
Mow open and configure Google Authenticator.

1. In Google Authenticator, select Manual key entry.

2. In "Enter account name” type your full email sddress.

3. In "Enter key” type your secret key:

‘Spaces donl mater.

4. Thoose Time-based type of key.
8. Tap Save.

Onoe you manually entered and saved your key, enter the S-digit verification
code generated by the Authenticator app.

Code: | | Cancel

Figure 3 Blackberry
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Google Authenticator

Enter this verification code if prompted
during account sign-in:

I ‘
N ocil com

Figure 4 Google Authenticator

AEL (e gobil) et ¥ Google Authenticator adais dlilua culay ) 8 () ity 4

Google Authenticator setup successiul

Y our Google Authenticator app has been successfully configured.
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2-Step Verification

Verification codes App-specific Registered Security Keys
passwords computers

PRIMARY WAY YOU RECEIVE CODES

Pamary number
B e

Codes sant via Text medsage
Adced on Feb 28, 201¢
Get codes via our mobile app instead
Our app for Android, iPhone. of BlacBery even Switch
Works whaen your Gevics has no data of phone e
connectivity.

BACKUP OPTION S FOR WHEN YOUR PRIMARY IS UNAVAILABLE

Backup numbers @
No backup phones

We srongly recommend that you add ot lesst coe badup
phone

Add 2 phone number <G
- Backup codes ©
5
> No backup codes printed or downloaded

wcmo?mwlyoumntaemluduenupm
aspacially if you travel of have problems receiving coces on

Print or download
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Add backup phone number

Bacup phone numbers are Used 10 send you verification codes in case your
primacy phone is unavailable We will only use this number for acoount

secunty

Phone number » S |
LI 7 CID TI0eE T 2000

How would you like to © Text message (SMS)

receive codes? -
() Voica Call

Optional: make sure it Sead 6ode

works.

Save Cancel

"Save" e haaal "Code accepted!" ddea & yela 13 4

Y our primary phone

The mobile or landiine phone you provide below is where we will send verfication
codes. We will only use this number for sccount security.

Phone number = - .
255302 and a3 r3es May apDy.
Howi would you like to » Text message [SMS)
receive codes?
oice Call
Send a test code to this Code sccepted!

N
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2-Step Venfication

Verification codes App-specific Registered Security Keys
passwords computers

PRIMARY WAY YOU RECEIVE COCES

Primary number

Codes sant via Text medsage
Added on Feb 28, 2010
- Get codes via our mobsle app instead
Qur app for Android, iPhone. of BlacBery even Saitch
% works whan your Sevice has no data or phone 2P
connectivity.

BACKUP OPTION S FOR WHEN YOUR PRIMARY IS UNAVAILABLE

Backup numbers @
m No backup phones

We srongly recommend that you add ot lesst coe badup
phone

Add a phone number
o Backup codes ©
®
e :
s No backup codes printed or downloaded

We suggest that you print o¢ downioad Backup codes,
wspacially if you travel o have problems receiving codes on

Print or download é
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Google

= Each code can be used only once. Tip:
Cheok codes off after use.

= MNeed more codes? g.oo/Zsy

= Codes generated on: Feb 25, 2018

Keep them someplace sccessible, like your wallet. Each code can be used only once.

Print Save to text file

Running out of badwp codes? Generate new ones at: https://accounts. google. com'SmaAuthConfig
Only the latest set of badwp codes will work.

Generate new codes
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"Signing into Google" e baxals https://myaccount.google.com ad gal minaly 8 1
yG My Account x|\ +
\(_" @ hitps

[t @ ¥ & A4 B- > ®& & =

Google mm: 0Q |

GM@Z’u

Wel[:ome,_
Control, protect, and secure your account, all in one place

My Account gives you quick access to settings and tools that let you safeguard your data, protect your privacy, and decide how your information can make Google services
work better for you. -

¢ || Q search

myaccount.google.com/Tutm_source= 0GE

m

ﬂ Sign-in & security > <« Personal info & privacy > Q Account preferences >

Set language, accessibility, and other settings
that help you use Google.

Manage your visibility settings and the data we
use to personalize your experience.

Control your password and account-access
settings.

Signing in to Google b

Device activity & notifications

Language & Input Tools
Accessibility

Your Google Drive storage

Your personal info

Activity controls

Connected apps & sites Ads settings

“Done” sl &i i5 )l shlly palall &Y s SV &y Jasl “Recovery Email” e bl Vi 2

76 SreinGiczany x_

CHQSEDrth \ﬁ%#'ﬁd@"!ﬁ@ =

| Signin& security

Signing in 1a Gaogle

Device activity & natficatians

Cannecied apps & sites

Personalinfo & privacy

Password & sign-in method

¥our password protects your lso 20d 2 second layer of
protection with 2-Step Ven single-use code to your
phone for you o enter when you signin. So even if somebody manages 1o steal
your password, it is not encugh to get into your account.

Note: To change these settings, you will need to confirm your password

m

aur perzanal infa
Ativity camtrals
Adssmtings
Accaunt avenview

Cantral your content

Account preferences
Languag=& gyt Teals
Aozecziity
‘faur Gaagle Drive starage

Disiata your assount or sarvices

About Google
Frivacy Policy
Help and Feedback

Password

2-Step Verification

App passwords

Account recovery opticns

If you forget your password or cannot Sccess your account. we will Lse this
information to heip you get back in.

—_— oyl

Recovery phone
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https://myaccount.google.com/

< Recovery email

Your recovery email is used to reach you in case we detect unusual activity in your account or you
accidentally get locked out. Learn more.

Recovery e | |

L) skl galall HaV) elsla &85 Jasl “Recovery phone” e bl (il 3

e

’G Sign-in & security

((J-':.n https://myaccount.googlecom/securt, | @ || Q. Search @ + A4 S b P H =
Wekome Signing in to Google
| Sign-in & security

Control your password and account access.
Eigning in ta Gaagle along with backup opticns if you get locked cut Password & sign-in method

Devics sciivity & notifications of your account

Your password protects your & nd layer of
protection with 2-Step Verification, which sends 2 singh de to your
phone for you to enter when you sign in_So even if somebody manages to steal
your password, it is not enough to get into your account.

Comnacted 300z & ster
Make sure you choose a strong password
-

Fersonalinfo & privacy Note: To change these settings, you will nesd to confirm your password.

Vour personal nfa

Activity cantrals.
i passuerd I

ks smtings
Account averees
A sseoveronron | >
Account preferences
App passwords — >

Language &input Tagls
Aooesshifity

Vour Goagle Drive marage

Dsimie your asmaunt ar serviess

About Google

Privacy Poicy
Help and Feedback

Account recovery options

If you forget your password ol
information to help you get back in.

count, we will use this

Recovery email —

é Recovery phons [r—

< Recovery phone

Your recovery phone is used to reach you in case we detect unusual activity in your account or you
accidentally get locked out. Learn more.

ecovery prone [N £
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Google

Choose an account

Ol
OlN

Add account Remove

Next bzl 5 5580 @y y caal 2

Google

One account. All of Google.

Sign in to continue to Gmail

i
]

E—-one o |

Head halp?

Creabe accouni

O Googke Attount for everything Googhe
GMmEBoao s @
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Google

One account. All of Google.

Sign in with your Google Account

[¥] Say sagned in Fonget paiswond?

Sign in with a afferent account

One Googke Account for everything Google
GMmBoL @@

Jial ;o llaas dadall oda ell jelaiid Google Authenticator Gk aladiuly (34 ¢ill duald iy 0l 13 4
.Google Authenticator (i 8 25 sall B gill &8

Google

2-Step Verification

Use your device to sign in to your Google Account.

Enter verification code

Get a verification code from the "Google
Authenticator” app

Don't ask again on this computer

Fer your convenience, keep this checked. On shared

Try another way to sign in
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Google Authenticator

Enter this verification code if prompted
during account sign-in:

[ ] '
I o ;o com

i el ds Jaad Jid s &8 )11 OIS 1Y) “Done” Ll 5 Gl &) Jas 6

Google

2-Step Verification

Use your device to sign in to your Google Account.

Enter verification code

Get a verification code from the "Google
Authenticator” app

Don't ask again on this computer

For your convenience, keep this checked. On shared

Try ancther way to sign in
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