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[bookmark: _Toc513546920]Foreword 
This Procedure provides guidance for state agencies and organizations on identifying and managing information security risks. It provides a step-by-step procedure for agencies and organizations to make business decisions as well as understanding common risk practices that enable an organization’s information to be effectively protected, based on the risks they face. The procedure is based upon the Qatar National Information Assurance Framework (NIAF), ISO/IEC 27005:2011, NIST SP 800-30, and other applicable laws, regulations and National Information Assurance (NIA) guidelines. This procedure is a starting point; it does not address all the methods relevant to information security risk management and integration with Enterprise Risk Management. Further, this procedure is aligned with NIA policy. Hence, it may not fully follow the standard / typical information security risk management approach/ process flow. To establish an effective and efficient information security risk management, State Agencies / Organizations shall explore possible options and make well informed decisions. References are included in this document to help State Agencies / Organizations in this process.
[bookmark: _Toc513546921]Structure of the Document
Section one presents the introduction explaining the purpose, scope and target audience of this procedure document
Section two presents the internal and external context of the information security risk management program i.e. defining management responsibility, scope and criteria
Section three presents the information risk management procedure. The procedure explains the methods of managing i.e. identifying, evaluating, prioritizing, treating, communicating / reporting and monitoring the information security risks
Section four, five, six and seven presents the references, acronyms, definitions and points of contact and additional resources from QCERT
















Table of Contents
Foreword	3
Structure of the Document	3
Legal Mandate(s)	Error! Bookmark not defined.
1.	Introduction	6
1.1 Purpose	6
1.2 Audience	6
1.3 Application	6
1.4 Legal Mandate	6
1.5 Scope	6
2.	Risk Governance	7
2.1 Formalize IS Steering / Governance Committee & ISRM program members	7
2.2 Define scope and boundary	8
2.3 Information Security Risk Management Definitions	8
2.4 Information Security Risk Management Roles	9
2.5 Define information security risk management criteria	10
3.	Information Security Risk Management Procedure	11
Phase – 1   Risk Identification	12
Step 1 - Identify critical business processes	12
Step 2 - Perform Business Impact Assessment (BIA)	13
Step 3 - Identify Information Assets	13
Step 4 - Determine IA Security Classification (ISAC) & IA Valuation (IAV) rating	13
Step 5 - Identify existing vulnerabilities & determine Vulnerability Factor (VF) Rating	13
Step 6 - Identify potential threats and determine Threat Likelihood (TL)	14
Step 7 - Define risk description and determine Inherent Risk Rating (IRR)	14
Phase - 2  Risk Assessment	16
Step 8 - IA Security Classification rating > C0 or I0 or A0?	16
Step 9 - Implement NIA baseline controls as per IA Security Classification	17
Step 10 - Identify existing controls relevant to the IA & determine current Control Effectiveness (CE) rating	17
Step 11 - Determine Initial Residual Risk (IRR) rating	18
Step 12 – Initial Residual Risk acceptable?	18
Step 13 – Prioritize Risks	18
Phase - 3  Risk Treatment	19
Step 14 - Risk Treatment option?	20
Step 15A – Modify (mitigate)	20
Step 15B – Share (transfer)	20
Step 15C – Avoid (terminate)	20
Step 15D – Retain (accept)	20
Step 15E – Information Security Steering / Governance Committee approval	20
Step 15F – Perform risk avoidance / retention	20
Step 16 - Identify additional controls and determine Cost of Control (CC) rating	21
Step 17A - Cost of planned control > Information Asset Value	21
Step 17B - Cost of planned control > benefit?	21
Step 18 - Implement Planned Controls & Determine Planned Control Effectiveness Rating	21
Step 19 - Determine Residual Risk (RR) Value	22
Step 20 – Residual Risk Acceptable?	22
Step 21 – Consolidate Results in ISRR and Draft ISRM Report	22
Phase - 4  Risk Communication	24
Step 22 - Complete Information Security Steering / Governance Committee approval	24
Phase - 5  Risk Monitoring	26
Step 23 - Monitor Risks	26
Step 24 - Business process change?	27
4.	References	28
5.	Acronyms	28
6.	Definitions	28
7.	Points of Contact and Additional Resources	31







[bookmark: _GoBack]
1. [bookmark: _Toc392962638][bookmark: _Toc407494349][bookmark: _Toc513546923]Introduction
[bookmark: _Toc392962639][bookmark: _Toc407494350][bookmark: _Toc513546924]1.1 Purpose 
A systematic approach to information security risk management is necessary to identify organizational needs regarding information security requirements and to align with Qatar National Information Security Risk Management Framework (ISRMF). Information Security Risk Management (ISRM) efforts should address risks in an effective and timely manner where and when they are needed. ISRM should be an integral part of all information security management activities.
ISRM should be a continual process. The process should establish the context of the ISRMF, identify, assess, treat, communicate / report and monitor the information security risks. Risk management analyses what can happen and what the possible consequences can be, before deciding what should be done and when, to reduce the risk to an acceptable level. 
This procedure explains the detailed steps for the activities to be followed to implement the ISRMF. The material in this procedure can be referenced for general information on a particular topic or can be used in the decision making process for developing an ISRMP. While reading this procedure, please consider that the guidance is not specific to a particular agency/ organization/ industry sector. Agencies/ organizations may tailor this guidance according to their security posture and business requirements. 
[bookmark: _Toc392962640][bookmark: _Toc407494351][bookmark: _Toc513546925]1.2 Audience
The intended audience includes State Agency Security Managers (also commonly referred to as CISO / Information Security Manager / Officer), CIOs, Risk Management and Internal Audit function. While there are differences between public and private-sector environments, especially in terms of priorities and legal requirements, the underlying principles of Information Security (IS) are the same. The procedure is therefore useful to any professional who requires a broad overview on information security risk management practices.
[bookmark: _Toc392962641][bookmark: _Toc407494352][bookmark: _Toc513546926]1.3 Application
This procedure provides guidance for facilitating a more consistent approach to information security risk management across state agencies and organizations. Even though the terminology in this document is geared towards the public sector, the procedure can also be used to provide guidance on a variety of other sector/ non sector focused organizational, or institutional security requirements. 
Examples, ratings and/or sample data are indicative and by no means conclusive. It is strictly for educational and information use only. Users should evaluate their business processes and infrastructure to define appropriate levels best suited for business needs. 
[bookmark: _Toc392962642][bookmark: _Toc407494353][bookmark: _Toc513546927]1.4 Legal Mandate
Qatar National Cyber Security Strategy and National Information Assurance Framework (NIAF) mandates that state agencies and organizations shall perform periodic (at least annual) information security risk assessment.
[bookmark: _Toc392962643][bookmark: _Toc407494354][bookmark: _Toc513546928]1.5 Scope 
The scope of this procedures includes what an information security risk management (ISRM) is, how to conduct an information security risk assessment, and the minimal information security requirements for conducting an information security risk assessment. The procedure is based upon the National Information Assurance Framework (NIAF), ISO/IEC 27005:2011, NIST SP 800-30, and other applicable laws, regulations and guidelines. The processes documented in this procedure shall be used in performing information security risk assessments for all the state agencies and organizations. The scope applies to all the information assets, technology infrastructure, information security practices and human resources involved in managing and supporting the IS environment.
2. [bookmark: _Toc392962645][bookmark: _Toc407494355][bookmark: _Toc513546929]Risk Governance
Risk governance establishes the external and internal context for ISRM through setting the basic criteria necessary for ISRM, defining the scope and boundaries and establishing an appropriate organizational ISRM operating program. All information about the organization relevant to ISRM governance, organizational goals, strategy, ISRM policy, compliance, regulatory and legal requirements shall be considered.
[bookmark: _Toc407494356][bookmark: _Toc513546930]2.1 Formalize IS Steering / Governance Committee & ISRM program members
a) State Agency / Organization management must identify the members of the senior management to be included in the information security steering / governance committee;
· identify the members of the senior management to be included in the information security steering / governance committee;
· appoint a Security Manager (SM) and Risk Assessor (RA) from various business departments to execute / facilitate the ISRM program;
· define and approve the information security steering / governance committee charter including roles and responsibilities of the committee members

[image: ]

b) Security Manager shall facilitate the information security steering / governance committee which includes scheduling and communicating the agenda, minutes of meeting etc.;
c) Risks shall be assigned to a risk owner(s) who will track, monitor, control and report on the status and effectiveness of each risk treatment action to the Security Manager periodically;
d) The Risk Owner shall:
· help develop the risk response and risk trigger criteria and carry out the execution of the risk response, if a risk event occurs;
· participate in the review, re-evaluation, and modification of the probability and impact for each risk item periodically;
· identify and participate in the analysis of any new risks that occur; and
· escalate issues/problems (if any) to Security Manager.
[bookmark: _Toc407494357][bookmark: _Toc513546931]2.2 Define scope and boundary
a) Security Manager shall define the scope and boundaries of the information security risk management in accordance with Critical Infrastructure Information Protection ‘Impact Severity Table’ criteria;
b) All information resources (information assets, people, processes etc..) that store, process and transmit data shall be included in the scope of the information security risk management;
c) When defining the scope and boundaries, State Agency / Organization shall consider the following:
· The state agency / organization's strategic business objectives, strategies and policies
· Critical Business processes
· The state agency / organization’s functions and structure
· Legal, regulatory and contractual requirements applicable to the state agency / organization
· The state agency / organization's information security policy
· The state agency / organization’s overall approach to risk management
· Information assets
· key internal and external services offered by IT / IS department
· Locations of the state agency / organization and their geographical characteristics
· Constraints affecting the state agency / organization
· Expectation of stakeholders / interested parties
· Socio-cultural environment
· Interfaces (i.e. information exchange with the environment)
d) After defining the scope and boundary, Security Manager shall get the scope and boundary endorsed by State Agency / Organization information security steering / governance committee; and
e) State Agency / Organization information security steering / governance committee shall review and approve the scope and boundaries of the information security risk management program	
[bookmark: _Toc407494358][bookmark: _Toc513546932]2.3 Information Security Risk Management Definitions
a) Information Asset Value –Information Asset is recognized to be of value to the organization; Information asset value represents the criticality of the information asset to the success of the organization;
b) Vulnerability Factor – It refers to estimating the likelihood of a particular vulnerability involved being discovered and exploited;
c) Threat Likelihood - A qualitative description or synonym for probability or frequency of the threat;
d) Inherent Risk – It refers to the risk posed by a vulnerability-threat pair if no controls or mitigating options were in place / considered;
e) Initial Residual Risk - It refers to the risk that remains after existing controls are taken into account; and
f) Final Residual Risk - It refers to the risk that remains after additional / planned controls are taken into account i.e. a portion of the risk that is left after a risk assessment has been conducted.
[bookmark: _Toc407494359][bookmark: _Toc513546933]2.4 Information Security Risk Management Roles
	S. No.
	Roles
	Responsibilities

	1
	Risk Assessor
	Risk Assessor is the process champion / subject matter expert assigned from each business unit to coordinate the information security risk management with the Security Manager

	2
	Subject Matter Expert (SME)
	Subject Matter Expert (s) are the additional process champions / knowledge leaders within the same business unit who support the risk assessor(s) and information asset / service owner(s)

	3
	Security Manager
	Security Manager is an information security risk management expert who supports / facilitates the information security risk management program end-to-end; When required, the Security Manager may act as the Risk Assessor

	4
	Information Asset/ Service Owner
	The information asset / service owner is usually a member of senior management, who is usually the head of a business/department where information is mainly used and processed using systems. Information asset / service owners are charged with the responsibility of determining the rating, sensitivity level and the methods to protect the information asset.

	5
	Third Party Assessors
	If the operations of a business process is outsourced to a third party service provider / vendor, third party personnel may perform the role of a Risk Assessor; however the activities or information provided by third party Risk Assessor shall be validated and formally acknowledged by the business process owner before proceeding to the next step / activity


[bookmark: _Toc407494360]

[bookmark: _Toc513546934]2.5 Define information security risk management criteria
a) Security Manager shall define the criteria for Information Asset Security Classification (IASC), Information Asset Valuation (IAV), Vulnerability Factor (VF), Threat Likelihood (TL),, Control Effectiveness (CE), Risk Evaluation & Rating, and Cost of Control rating in alignment with Qatar National Information Classification (NIC), National Information Assurance (NIA) policy and Enterprise Risk Management processes (if applicable);
b) Information Security Steering / Governance Committee shall approve the information security risk management criteria; 
c) Information Asset Security Classification (IASC) rating matrix – criteria shall be developed to determine the classification of information assets and the corresponding level of security protection;
(Refer to Appendix B – National Information Classification Policy - Asset Classification Model)
d) Information Asset Valuation rating matrix – criteria shall be developed and specified in terms of financial, business and legal / regulatory value to determine the value of the information asset qualitatively;
(Refer to Appendix B – Information Security Risk Management Criteria - Information Asset Valuation rating matrix)
e) Vulnerability Factor (VF) rating matrix - criteria shall be developed and specified in terms of ease of discovery, ease of exploit and awareness of the vulnerability; 
(Refer to Appendix B – Information Security Risk Management Criteria - Vulnerability Factor (VF) rating matrix)
f) Threat likelihood rating matrix - criteria shall be developed and specified in terms of the probability of occurrence of an IS event. Following criteria could be used to determine the threat likelihood 
· Past history of occurrence of IS event; and
· Intelligence & research agencies, incidents, previous risk assessment and geo-political emerging threat / risk reports.
(Refer to Appendix B – Information Security Risk Management Criteria - Threat likelihood rating matrix)
g) Following criteria shall be defined:
· Control Effectiveness Rating Matrix – criteria to evaluate the effectiveness of the controls / countermeasures implemented to reduce the risk to an acceptable level / protect the information assets
· Risk Evaluation Matrix – criteria to evaluate the assessed risk as ‘Very High’, ‘High’, ‘Medium’ and ‘Low’
· Risk Rating Matrix – criteria to accept or prioritize the evaluated risks for risk treatment
· Cost of Control Rating Matrix – criteria to determine the cost of control 
 (Refer to Appendix B – Information Security Risk Management Criteria)
h) Risks shall be re-assessed based on the following criteria:
· All the information security risks shall be re-assessed on an annual basis
· Any significant change in the internal/external IT environment as determined by Security Manager and approved by Information Security Steering / Governance Committee respectively may trigger a re-risk assessment; and
· [bookmark: _Toc392962646]Any significant change in the business environment as determined by Security Manager and approved by Information Security Steering / Governance Committee respectively may trigger a re-risk assessment

3. [bookmark: _Toc392962644][bookmark: _Toc407494361][bookmark: _Toc513546935]Information Security Risk Management Procedure
[image: ]Information Security Risk Management Procedure constitute following phase of the life cycle of ISRM program 
Phase -1 Risk Identification
Phase -2 Risk Assessment
Phase -3 Risk Treatment
Phase -4 Risk Communication
Phase -5 Risk Monitoring
The procedure defines various activities in each phase of ISRM program covering input, procedures/ guidelines, output and roles and responsibilities. 


[bookmark: _Toc407494362][bookmark: _Toc513546936]Phase – 1   Risk Identification
[image: ]Risk Identification is the starting point of the ISRM program. The purpose of risk identification is to determine what could happen to cause a potential loss, and to gain insight into how, where and why the loss might happen. Risk identification is usually conducted through a combination of questionnaires and collaborative workshops involving people from a variety of groups within the organization (such as: information security experts, information asset owners and users, information technology managers, staff and senior management).
The Risk Identification process may be triggered at any level within the organization based on a defined schedule (at least annually), upon introduction of major changes to the existing Information systems, during acquisition/ adoption of new process or system, or based on incidents reported that may result or indicate potential information risk exposure. 








Input
· Scope and boundaries for the information security risk assessment to be established, list of constituents with owners, location, function, etc..
· Information security risk management criteria(s) defined in alignment with Qatar National Information Classification (NIC), National Information Assurance (NIA) policy and Enterprise Risk Management processes (if applicable); and
· Information on threats and vulnerabilities obtained from incident reviewing, asset owners, users and other sources, including external threat catalogues
Procedure/ guidelines
[bookmark: _Toc407494363][bookmark: _Toc513546937]Step 1 - Identify critical business processes
a. An Information Security Risk Assessment starting at business process level shall identify the critical business process, its objectives and the business information involved; 
b. Identifying the business processes and their owners is the first step in assessing information security risks;
c. Organization chart / organograms shall be used to identify senior management personnel in charge of major business operations who can provide basic information on business processes and ownership;
d. Identifying business information requires an interview with the business process owner(s); The interview aims at the following outcomes and is structured accordingly:
· Describe the Business Process, and what business objectives and business values it contributes towards; and
· Define the business information assets that support the business processes.
[bookmark: _Toc407494364][bookmark: _Toc513546938]Step 2 - Perform Business Impact Assessment (BIA)
a. An information asset is considered ‘Business Critical’ if the BIA concludes that, if any of the information qualities (i.e. confidentiality, integrity and availability) are compromised, this will result in a ‘Very High’ impact (e.g. loss of revenue, loss of business prospect, loss of reputation, loss of license to operate or fines from regulators); 
b. The Business Impact Assessment (BIA) requires engagement with the Information Asset Owner, where the BIA interview aims at the following outcomes and is structured accordingly:
· Describe the information asset lifecycle, and what business objectives and business values it contributes towards
· Assess the business impact should any of the information qualities be compromised; and
· Determine the regulatory requirements to which business information is subject to (if applicable)
[bookmark: _Toc407494365][bookmark: _Toc513546939]Step 3 - Identify Information Assets
a. The business information assessed in the BIA is processed by one or more IT Systems, hardware & infrastructure, digital information asset, personnel, services and tangible information;
b. A Risk Assessor shall be assigned from each business unit / IT to perform / coordinate the overall environment risk assessment; 
c. The Risk Assessor and Security Manager shall determine and document the information assets, information asset owners, information asset number and category; and 
d. Information assets identified shall be updated in the ‘Information Asset Register’ sheet of the Information Security Risk Register (ISRR).  
[bookmark: _Toc407494366][bookmark: _Toc513546940]Step 4 - Determine IA Security Classification (ISAC) & IA Valuation (IAV) rating
a. Information Asset Security Classification (ISAC) rating shall be determined for each information asset identified based on confidentiality, integrity and availability in accordance with the ‘Asset Classification Model’ defined in NIA policy; (Refer to NIA Policy Appendix B – Asset Classification Model);
b. Information Asset Valuation (IAV) rating shall be determined for each information asset based on the ‘Information Asset Valuation’ rating criteria (Refer to Appendix B – Information Security Risk Management Criteria – Information asset valuation rating matrix); and
c. Information Security Asset Classification, Label and Information Asset Value shall be updated in the ISRR.
[bookmark: _Toc407494367][bookmark: _Toc513546941]Step 5 - Identify existing vulnerabilities & determine Vulnerability Factor (VF) Rating
a. The Risk Assessor shall identify vulnerabilities that can be exploited by threats to cause harm to assets or to the organization in coordination with the Information Asset Owner;; 
b. This information could be obtained from the Threat and Vulnerability Management, and ‘Information Security Incident Management, information security audit, information security awareness testing through social engineering attacks, vulnerability assessment, penetration testing and code review; and
c. The Risk Assessor shall determine the Vulnerability Factor (VF) rating for each asset in accordance with the ‘Vulnerability Factor’ rating criteria and update the ISRR (Refer to Appendix B – Information Security Risk Management Criteria – Vulnerability factor rating matrix).
[bookmark: _Toc407494368][bookmark: _Toc513546942]Step 6 - Identify potential threats and determine Threat Likelihood (TL)
a. The Risk Assessor shall identify potential threat(s) that have the potential to harm assets such as information, processes and systems and therefore organizations and their sources; 
b. This information could be obtained from the Threat and Vulnerability Management and Information Security Incident Management processes, intelligence & research agencies, incidents noted, previous risk assessment and geo-political emerging risk reports
c. The likelihood of a specific threat occurring is affected by the following:
· The attractiveness of the asset, or possible impact applicable when a deliberate threat is being considered
· The ease of conversion exploiting a vulnerability of the asset into reward, applicable if a deliberate threat is being considered
· The technical capabilities of the threat agent, applicable to deliberate threats; and
d. The Risk Assessor shall determine the Threat Likelihood (TL) rating for each information asset in accordance with the ‘Threat Likelihood’ rating criteria and update the ISRR (Refer to Appendix B – Information Security Risk Management Criteria – Threat likelihood rating matrix).
[bookmark: _Toc407494369][bookmark: _Toc513546943]Step 7 - Define risk description and determine Inherent Risk Rating (IRR)
a. Information security risk is realized when a potential threat exploits a vulnerability (weakness) on the information asset;
b. The Security Manager in coordination with the Risk Assessor(s) shall determine the risks by identifying the appropriate vulnerability and threat pairs (combination) that may compromise the information assets and update the risk description on the ISRR;
c. Further, Security Manager shall define the IS risk universe which should include all the applicable IS risk categories for State Agency / Organization; 
d. To identify the various IS risk categories applicable to State Agency / Organization, Security Manager shall consider the role played by business and IT within the organization and the high risk sections within business;
e. State Agency / Organization’s information security risk management team shall identify, document and maintain a list of external and internal risk issues to facilitate the identification  of risk description; Risk description shall consider the following (but not limited to):
· Environmental conditions: The environmental risks related to the location of State Agency / Organization’s premises – e.g. annual temperature ranges etc..
· Location considerations: Risks connected with the physical location of State Agency / Organization’s premises – e.g. proximity to major highways, potential terrorist targets, oil and gas storage sites etc..
· Local legislation and regulation: All local legislation and regulation with potential information security impact including corporate governance, data protection law, encryption law, health and safety law, employment law, cybercrime law etc..
· Partners and third parties: All third parties with potential to impact information with contact details and individuals responsible for liaison with those third parties on information security issues; and
f. Security Manager should assign a unique Reference Number (#) and Risk Owner for every recorded risk;
g. Risk Assessor / Security Manager should update the ‘Risk Description’, ‘Risk Reference Number’ and ‘Risk Owner’ on the ISRR;
h. Inherent Risk Value calculation requires the assessment of the potential impact of vulnerability and identified groups of threats on classified and valued information assets without considering the existing / current controls;
i. Inherent Risk Value (IRV) shall be calculated using the following formula 
Inherent Risk Value = Information Asset Value * Threat Likelihood Rating * Vulnerability Factor Rating
j. Inherent Risk Value (IRV) rating shall be determined for each information asset in accordance with the ‘Risk Evaluation’ matrix and populated automatically on the ISRR (Refer to Appendix B – Information Security Risk Management Criteria – Risk evaluation matrix).
[bookmark: _Toc392962647]Output
· A list of risks with value levels assigned
Roles and Responsibilities
	Process
Step ref
	Risk Assessor
	Subject Matter Expert (SME)
	Security Manager 
	Information Security Steering / Governance Committee
	IT Manager
	Information Asset/ Service Owner

	1
	
	C
	S
	A
	
	R

	2
	
	C
	S
	A
	C
	R

	3
	R
	C
	S
	
	C
	A

	4
	R
	
	S
	
	
	A

	5
	R
	C
	R
	A
	R
	R

	6
	R
	C
	R
	A
	R
	R

	7
	R
	
	R
	A
	
	R


Refer to Section 6 – Definitions – RASCI



[bookmark: _Toc407494370][bookmark: _Toc513546944]Phase - 2  Risk Assessment
[image: ]The objective of risk assessment is to determine the level of risk exposure on the information asset by analyzing the vulnerability factor (extent of impact), threat likelihood (likelihood of exploitation) and the risk occurrence rate. There are two sub-processes for conducting the Risk Assessment - Risk Analysis and Risk Evaluation. 
Risk Analysis can be undertaken either qualitatively or quantitatively or semi-quantitatively. In this procedure, qualitative information security risk assessment method has been adopted.
Risk Evaluation: Risk evaluation uses the understanding of risk obtained by risk analysis to make decisions about future actions. Decisions should include:
· Whether an activity should be undertaken
· Priorities for risk treatment considering estimated levels of risks 
The objective of the risk evaluation is to compare the estimated risks with the risk evaluation rating criteria defined during the risk governance phase. 














Input
· A list of identified information assets with security classification level and relevant risks with value levels assigned
Procedure/ guidelines
[bookmark: _Toc407494371][bookmark: _Toc513546945]Step 8 - IA Security Classification rating > C0 or I0 or A0?
a. Determine whether the information asset’s security classification rating is greater than C0 (confidentiality rating) or I0 (integrity rating) or A0 (availability rating); 
(Refer to Appendix B – National Information Classification Policy - Asset Classification Model)
b. If the information asset security classification rating is greater, proceed to step 9, else proceed to step 10.
[bookmark: _Toc407494372][bookmark: _Toc513546946]Step 9 - Implement NIA baseline controls as per IA Security Classification
a. Implement baseline controls (indicated by ‘*’) in the NIA policy for each asset as per the matrix below
[image: cid:image001.png@01CFC536.59E85D20]









(Refer to National Information Assurance Manual – A. Overview – 2. Usage of this Manual)
[bookmark: _Toc407494373][bookmark: _Toc513546947]Step 10 - Identify existing controls relevant to the IA & determine current Control Effectiveness (CE) rating
a. Existing / current controls are safeguards or countermeasures already implemented by the State Agency / Organization to protect information assets; 
b. Identification of existing controls relevant to the information asset will avoid unnecessary work or cost e.g. in the duplication of controls;
c. This information can be obtained from the Information Asset Owner(s) and Service Owner(s);
d. Following activities shall be considered by the Information Asset Owner(s) and Service Owner(s) for identifying existing controls:
· Reviewing documents containing information about the controls - if the processes are well documented  with all existing controls and status of their implementation were available
· Checking with people responsible / users who implement the controls
· Conducting onsite review of the physical controls whether they are working correctly and effectively
· Reviewing results of internal audits or other compliance reviews
e. Control effectiveness rating shall be given based on the protection level the control provides to reduce the extent of damage caused by the risk occurrence; and
f. The Information Asset Owner / Service Owner shall determine the existing control effectiveness rating in accordance with the ‘Control Effectiveness (CE)’ rating criteria and update the ISRR (Refer to Appendix B – Information Security Risk Management Criteria – Control effectiveness rating matrix).
[bookmark: _Toc407494374][bookmark: _Toc513546948]Step 11 - Determine Initial Residual Risk (IRR) rating
a. Initial Residual Risk (IRR) rating should be determined using the below mentioned formula: 
Initial Residual Risk (IRR) rating = Inherent Risk Value / Current Control Effectiveness Rating 
b. Intermediate Residual Risk (IRR) rating shall be determined for each information asset in accordance with the ‘Risk Evaluation’ criteria and automatically populated on the ISRR (Refer to Appendix B – Information Security Risk Management Criteria – Risk evaluation matrix).
[bookmark: _Toc407494375][bookmark: _Toc513546949]Step 12 – Initial Residual Risk acceptable?
a. The Risk Assessor in coordination with Security Manager shall determine whether the IRR rating for each information asset is acceptable in accordance with the ‘Risk Rating’ criteria (Refer to Appendix B – Information Security Risk Management Criteria – Risk rating matrix); and
b. If the IRR rating is acceptable, proceed to step 21 else proceed to step 13 for risk prioritization.
[bookmark: _Toc407494376][bookmark: _Toc513546950]Step 13 – Prioritize Risks
a. The Risk Assessor / Security Manager shall prioritize the assessed risks in accordance with the ‘Risk Rating’ criteria for treatment (Refer to Appendix B – Information Security Risk Management Criteria – Risk rating matrix). 
[bookmark: _Toc392962648]Output
· A list of risks assessed and prioritized according to risk evaluation and rating criteria in relation to the incident scenarios that lead to those risks
Roles and Responsibilities
	Process
Step ref
	Risk Assessor
	Subject Matter Expert (SME)
	Security Manager 
	Information Security Steering / Governance Committee
	IT Manager
	Information Asset/ Service Owner

	8
	R
	
	S
	A
	
	R

	9
	S
	C
	A
	
	R
	R

	10
	R
	C
	S
	
	R
	A

	11
	R
	S
	
	A
	
	

	12
	R
	
	R
	
	
	A

	13
	R
	S
	
	A
	
	


Refer to Section 6 – Definitions – RASCI


[bookmark: _Toc407494377][bookmark: _Toc513546951]Phase – 3   Risk Treatment
Risk treatment involves identifying, prioritizing, evaluating and implementing appropriate risk reducing measures. State Agency / Organization shall decide to modify, avoid, share or retain (in cases where appropriate risk reducing measures are not available) the risk impacting the information asset.
Upon acceptance of the final residual risk (either with existing controls and/or with new additional controls), the underlying risk treatment option is agreed upon and approved by the Information Asset owner. Then, the Risk Treatment Plan shall be developed and implementation process takes place. [image: ]
Input
· A list of risks assessed and prioritized according to risk evaluation and rating criteria in relation to the incident scenarios that lead to those risks


Procedure/ guidelines
[bookmark: _Toc407494378][bookmark: _Toc513546952]Step 14 - Risk Treatment option?
a. If risk treatment is required, one of the following risk mitigation options shall be considered:
· Risk Modification - Modify the risk (or)
· Risk Sharing - share the risk (or)
· Risk Avoidance - avoid the risk (or)
· Risk Retention - retain the risk
[bookmark: _Toc407494379][bookmark: _Toc513546953]Step 15A – Modify (mitigate)
a. To modify / reduce the assessed risks, appropriate and justified controls shall be identified and selected; 
b. The aim of control selection is to reduce risk to a level, which is acceptable; and
c. If risk modification option is selected, proceed to step 16.
[bookmark: _Toc407494380][bookmark: _Toc513546954]Step 15B – Share (transfer)
a. Risk sharing might be the best option if it seems impossible to avoid the risk, or it is difficult or too expensive to reduce the risk;
b. For e.g. risk transfer can be achieved by insuring or using third parties and outsourcing partners to handle critical business functions; and
c. If risk sharing option is selected, proceed to step 16.
[bookmark: _Toc407494381][bookmark: _Toc513546955]Step 15C – Avoid (terminate)
a. Risk avoidance describes any action where resources are moved away from risky areas; 
b. When evaluating the option of risk avoidance, it has to be balanced against business and monetary needs; and
c. If risk avoidance option is selected, proceed to step 15E.
[bookmark: _Toc407494382][bookmark: _Toc513546956]Step 15D – Retain (accept)
a. Retain (accept) risk concerns the communication of residual risks to the decision makers; 
b. When no further controls can be applied to reduce the risks, a decision needs to be made on how to deal with them;
c. This decision is to retain (accept) risk; and
d. If risk retention option is selected, proceed to step 15E.
[bookmark: _Toc407494383][bookmark: _Toc513546957]Step 15E – Information Security Steering / Governance Committee approval
a. If risk avoidance or retention option is selected, the Risk Assessor / Security Manager shall analyze the risks to be retained / avoided and present an assessment / recommendation (justification) report to the Information Security Steering / Governance Committee;
b. List of risks to be avoided / retained and the corresponding assessment / recommendation (justification) shall be captured in the ISRR – Risk Acceptance sheet; (Refer to Information Security Risk Register – Risk Retention and Avoidance sheet)
c. Information Security Steering / Governance Committee or management shall review the list and formally approve.  
[bookmark: _Toc407494384][bookmark: _Toc513546958]Step 15F – Perform risk avoidance / retention
a. Risk avoidance shall be performed by withdrawing from a planned or existing activity or set of activities, or changing the conditions under which the activity is operated; For example, for risks caused by nature it may be most cost effective alternative to physically move the information processing facilities to a place where the risk does not exist or is under control;
b. Risk retention shall be performed by documenting the risks retained and ensuring completion of compensating controls (if applicable); and
c. Once risk avoidance / retention is completed, proceed to step 20.
[bookmark: _Toc407494385][bookmark: _Toc513546959]Step 16 - Identify additional controls and determine Cost of Control (CC) rating
a. If risk modification / sharing option is selected, the Information Asset Owner / Risk Assessor shall identify additional controls to reduce the risk to an acceptable level or share the risk with third parties / service providers; 
b. The Information Asset Owner / Risk Assessor shall identify different additional controls / sharing option(s) and start building the ‘What If?’ scenarios in the ISRR to determine whether these controls can contribute to risk reduction; 
c. The Risk Assessor, in consultation with the Information Asset Owner / Service Owner shall determine cost-effective controls / sharing option(s) along with resource requirements (including the hardware/software purchases, labor, and maintenance) that may be implemented to treat (modify / share) each risk;
d. A control is determined to be cost effective if the cost of implementing and maintaining it, is economical in relation to the risk that is being mitigated;
e. Risk Assessor / Security Manager shall update the risk modification / sharing option (s) selected on the ISRR and update the ‘Risk Modification / Sharing Plan’ sheet with the details of the controls selected corresponding to each risk; 
f. The Information Asset Owner / Risk Assessor shall determine the cost of the additional control (s)_selected for each asset in accordance with the ‘Cost of Control’ rating criteria and update the ISRR (Refer to Appendix B – Information Security Risk Management Criteria – Cost of Control rating matrix);
g. The Security Manager shall determine the following additional information for each control implementation in the Risk Modification / Sharing Plan sheet:
· Person responsible for implementation; and 
· Target date for implementation
[bookmark: _Toc407494386][bookmark: _Toc513546960]Step 17A - Cost of planned control > Information Asset Value
a. The Risk Assessor / Information Asset Owner shall compare the cost of the planned control rating with the Information Asset Valuation rating and determine whether the cost of the control is greater than the information asset value;
b. If the cost of planned control is greater, then proceed to step 17B, else proceed to step 18.
[bookmark: _Toc407494387][bookmark: _Toc513546961]Step 17B - Cost of planned control > benefit?
a. The Risk Assessor / Information Asset Owner shall perform Cost Benefit Analysis (CBA) to determine whether modifying / sharing the risk is cost effective i.e. cost of planned control is greater than benefits realized; and
b. If the cost of planned control is greater, then proceed to step 14 to select other risk treatment option, else proceed to step 18.
[bookmark: _Toc407494388][bookmark: _Toc513546962]Step 18 - Implement Planned Controls & Determine Planned Control Effectiveness Rating
a. Information Asset Owner / Service Owner / Risk Assessor shall implement the planned controls for each asset; 
b. Implementation plan shall be developed and implementation shall be coordinated with Security Manager; and
c. The Risk Assessor / Information Asset Owner shall assess the effectiveness of the planned controls for each asset in with accordance with the ‘Control Effectiveness (CE)’ rating criteria and update the ISRR (Refer to Appendix B – Information Security Risk Management Criteria - Control effectiveness rating matrix).
[bookmark: _Toc407494389][bookmark: _Toc513546963]Step 19 - Determine Residual Risk (RR) Value
a. Residual Risk (RR) rating should be determined using the below mentioned formula: 
Residual Risk Value = Initial Residual Risk Value / Planned Control Effectiveness Rating 
b. Residual Risk (RR) rating shall be determined for each information asset in accordance with the ‘Risk Evaluation’ rating criteria and automatically populated on the ISRR (Refer to Appendix B – Information Security Risk Management Criteria – Risk evaluation matrix).
[bookmark: _Toc407494390][bookmark: _Toc513546964]Step 20 – Residual Risk Acceptable?
a. The Risk Assessor in coordination with  Security Manager shall determine whether the RR rating for each information asset is acceptable in accordance with the ‘Risk Rating’ criteria (Refer to Appendix B – Information Security Risk Management Criteria – Risk rating matrix);
b. If the RR rating is acceptable, proceed to step 21 else proceed to step 14; 
c. The Risk Assessor / Information Asset Owner(s) shall consider another ‘What If’ scenario and re-assess the risk rating by selecting the additional controls until the RR is considered acceptable;
d. The Risk Assessor / Information Asset Owner(s) should determine the alternate risk treatment option to be selected as per the ‘Issues Management’ process for the following types of risks:
· The RRs that cannot have feasible additional controls; and
· The RRs ratings that are not acceptable and have ceased to find additional controls
[bookmark: _Toc407494391][bookmark: _Toc513546965]Step 21 – Consolidate Results in ISRR and Draft ISRM Report
a. Security Manager / Risk Assessor shall consolidate the information security risk management results from various business units in the final Information Security Risk Register; 
b. Security Manager shall develop the draft Information Security Risk Management report, which includes;
· Consolidated Information Security Risk Register
· List of risks modified, shared, avoided and retained; and
· Top 10 risks pertaining to the State Agency / Organization
Output
· Draft ‘Information Security Risk Management’ report and consolidated ISRR with the list of information security risks to be modified, avoided, shared and retained. It includes: 
· Risk modification & sharing plan and residual risks subject to the acceptance decision of the Information Security Steering / Governance Committee or management; and
· [bookmark: _Toc392962649]A list of avoided / retained risks with justification for those that do not meet the organization’s normal risk acceptance criteria
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Refer to Section 6 – Definitions – RASCI


[bookmark: _Toc407494392][bookmark: _Toc513546966]Phase - 4  Risk Communication
[image: ]Risk communication is defined as any two-way communication between stakeholders about the existence, nature, form, severity, or acceptability of risks. Risk communication is mandatory achieve agreement on how to manage risks by exchanging and/or sharing information about information security risks between the decision-makers and other stakeholders. 
A good risk management decision emerges from a decision-making process that elicits the views of those affected by the decision, so that differing technical assessments, public values, knowledge, and perceptions are considered.
	Risk Management Step
	Security Manager shall:

	Risk Governance
	· Consult with stakeholders in defining scope of information security risk management; and
· Consult with stakeholders and agree on a channel of communication

	Risk Identification
	· Discuss threat and vulnerability sources and exposure

	Risk Assessment
	· Communication of results with stakeholders; and
· Prompt stakeholder perceptions of the risks and benefits, and the reason for these, if possible

	Risk Treatment
	· Consult with stakeholders to gain input into identifying and evaluating control options
· Inform stakeholders of chosen risk control and financing strategies 
· Inform stakeholders of benefits, costs, and any new risks associated with proposed control options
· Evaluate acceptance of control options and residual risks
· Determine if risk trade-offs might be possible; and
· Communication of risk control decision and implementation

	Risk Monitoring and Reporting
	· Monitor changes in needs, issues, and concerns of existing or new stakeholders


Input
· Draft ‘Information Security Risk Management’ report and consolidated ISRR with the list of information security risks to be modified, avoided, shared and retained
Procedure/ guidelines 
[bookmark: _Toc407494393][bookmark: _Toc513546967]Step 22 - Complete Information Security Steering / Governance Committee approval
a. Security Manager shall communicate the consolidated ISRR and draft Information Security Risk Management report to Information Security Steering / Governance Committee or management (Refer to Appendix C – Tools & Templates ‘Information Security Risk Register Template);
b. The Information Security Steering / Governance Committee or management shall review and approve the draft Information Security Risk Management report and consolidated ISRR; and
c. Security Manager shall communicate with third parties / special interest groups / regulatory bodies continually to achieve the following:
· Identify and ensure compliance with third party or regulatory requirements 
· Identify new / future regulatory requirements relevant to information security risk management; and
· Identify / understand new or emerging threats / risks relevant to the organization or region
Output
· Approved Information Security Risk Management report and consolidated ISRR
· Communication emails / memos / brochures

Roles and Responsibilities
	Process
Step ref
	Risk Assessor
	Security Manager 
	Information Security Steering / Governance Committee
	IT Manager
	Information Asset/ Service Owner

	22
	S
	R
	A
	I
	I


Refer to Section 6 – Definitions – RASCI


[bookmark: _Toc407494394][bookmark: _Toc513546968][bookmark: _Toc392962650]Phase - 5  Risk Monitoring 
[image: ]The Risk Monitoring is the last stage in the ISRM framework. Risks and their factors (i.e. rating of information asset security classification, asset value, vulnerabilities, threats, likelihood of occurrence, impact, and residual risk) should be monitored and reviewed to identify any changes in the context of the organization at an early stage, and to maintain an overview of the complete risk profile. 





Input
· All information security risk information obtained from the risk management activities and external / internal sources
Procedure/ guidelines
[bookmark: _Toc407494395][bookmark: _Toc513546969]Step 23 - Monitor Risks
a. Risk owner(s) identified in the ISRR shall track, monitor, control and report on the status and effectiveness of each risk treatment action to the Security Manager periodically;
b. The Security Manager shall monitor the risk modification and sharing plan and target achievement / deviation from plan periodically; 
c. The Security Manager shall communicate the monitoring report to Information Security Steering / Governance Committee periodically;
d. Information Security Steering / Governance Committee shall review the monitoring report and recommend subsequent actions to be taken (if required);
a. The Security Manager shall determine the ISRM processes that require to be triggered in order to reassess the Final Residual Risk (FRR) ratings annually or as and when required;
e. The Security Manager shall gather information security risk related information from different sources and other processes periodically; 
f. The information shall be gathered from ‘Issues Management’ process. It includes (but not limited to the following):
· QCERT, Qatar National Risk / Threat Indicators, Qatar Government Security Operations Center etc…
· Internal audit report
· Vulnerability assessment report
· Research reports (Gartner, Forrester etc...)
· Third party audit reports
· Public domain information
g. The Security Manager shall assess the gathered information and try to deduce if any risk influencing factors exist and have an impact on the organization; 
h. The major influencing factors can be triggered from the following:
· Control maintenance exceptions
· Risk modification and sharing plan implementation progress
· Risk profile changes; and
· Identification of new information assets
[bookmark: _Toc407494396][bookmark: _Toc513546970]Step 24 - Business process change?
a. The Security Manager shall assess and determine changes in the existing critical business process or new critical business processes that may impact the ISRM cycle;
b. If changes to existing critical business processes or new critical business processes were identified, proceed to step 1, else proceed to step 5; and
c. State Agency / Organization Security Manager shall communicate the changes in the organization to the Information Security Steering / Governance Committee and initiate information security risk re-assessment.
Output
· Continual alignment of the management of information security risks with the organization’s business objectives, and with risk acceptance criteria; and
· Factors / communication to initiate the risk management process
 Roles and Responsibilities
	Process
Step ref
	Risk Assessor
	Subject Matter Expert (SME)
	Security Manager
	Information Security Steering / Governance Committee
	IT Manager
	Information Asset/ Service Owner
	Risk Owner
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Refer to Section 6 – Definitions – RASCI


[bookmark: _Toc392962651]

4. [bookmark: _Toc407494397][bookmark: _Toc513546971]References
· Qatar National Cyber Security Strategy
· Qatar National Information Assurance Framework (NIAF)
· Qatar National Information Assurance (NIA) Policy Template
· Qatar National Information Classification (NIC) Policy Template
· IEC/ISO 27005:2011 – Information Security Risk Management Standard
5. [bookmark: _Toc392962652][bookmark: _Toc407494398][bookmark: _Toc513546972]Acronyms
	ISRMF
	Information Security Risk Management Framework

	ISRM
	Information Security Risk Management

	ISRR
	Information Security Risk Register

	IRV
	Inherent Risk Value

	RR
	Residual Risk

	SM
	Security Manager

	IS
	Information Security

	IT
	Information Technology

	CIO
	Chief Information Officer

	NIA
	National Information Assurance

	NIAF
	National Information Assurance Framework

	CIPP
	Critical Infrastructure Information Protection


6. [bookmark: _Toc392962653][bookmark: _Toc407494399][bookmark: _Toc513546973]Definitions
	RASCI

	R
	Responsible - The party or parties performing the task 

	A
	Accountable - Owns the task and ultimate decision taker.  Only one Role is accountable

	S
	Support - The party or parties allocated to provide support/ help in completing the task

	C
	Consulted - The party that must be asked for advice about the task (or a decision)

	I
	Informed - Receivers of information

	General

	Information Asset
	Information asset is a body of information that the organization must have to conduct its business operations. For the purpose of this methodology, the information assets include the following types: hardware, software, business application, people, document and information (usually in electronic form). To differentiate in this methodology, information asset refers to all stated types. However, information asset refers specifically to the type information.

	Information Asset Owner
	The information asset owner is usually a member of senior management, who is usually the head of a business/department where information is mainly used and processed using systems. Information Asset Owners are charged with the responsibility of determining the rating, sensitivity level and the methods to protect the information asset. 

	Information Custodian
	The information custodian usually refers to a member of IT Management who has physical possession of information assets for the purposes of providing information services and is charged with custodial responsibility for the assets used in providing those services

	Information Asset Type
	Information assets are categorized into four types; Hardware, Software, Business Application and Information Asset. The asset type will define the approach to undertake the classification and valuation processes. 

	Confidentiality
	One of the information security pillars that set the requirements for ensuring that information is not disclosed to unauthorized parties.

	Integrity
	One of the information security pillars that sets the requirements for ensuring that the data and information is not modified maliciously or accidentally.

	Availability
	One of the information security pillars that set the requirements for ensuring that information must be available to authorized users when it is needed.

	Threat
	A threat is a potential event. When a threat turns into an actual event, it may cause an unwanted incident. It is unwanted because the incident may harm an organization or system.

	Vulnerability
	Vulnerability is a weakness of an asset or control that could potentially be exploited by one or more threats.

	Event
	An event could be one occurrence, several occurrences, or even a nonoccurrence (when something doesn’t happen that was supposed to happen). It can also be a change in circumstances. Events are sometimes referred to as incidents or accidents. Events always have causes and usually have consequences.

	Control
	Any administrative, managerial, technical, or legal method that is used to modify or manage information security risk. Controls can include things like practices, processes, policies, procedures, programs, tools, techniques, technologies, devices, and organizational structures. Controls are sometimes also referred to as safeguards or countermeasures.

	Risk
	The chance of something happening, which will have an impact upon objectives. It is measured in terms of consequence and likelihood.

	Impact
	The outcome of an event or situation, expressed qualitatively or quantitatively, being a loss, injury, disadvantage or gain. There may be a range of possible outcomes associated with an event.

	Likelihood
	A qualitative description or synonym for probability or frequency.

	Risk Assessment
	The overall process of risk analysis and risk evaluation

	Risk Assessor
	Risk Assessor is the process champion / subject matter expert from each business unit who coordinates the information security risk assessment with the Security Manager

	Risk Identification
	Risk identification is a process that is used to find, recognize, and describe the risks that could affect the achievement of objectives

	Risk Analysis
	Risk analysis is a process that is used to understand the nature, sources, and causes of the risks that you have identified and to estimate the level of risk.

	Vulnerability
	Vulnerability is a weakness of an asset or control that could potentially be exploited by one or more threats.

	Event
	An event could be one occurrence, several occurrences, or even a nonoccurrence (when something doesn’t happen that was supposed to happen). It can also be a change in circumstances. Events are sometimes referred to as incidents or accidents. Events always have causes and usually have consequences.

	Control
	Any administrative, managerial, technical, or legal method that is used to modify or manage information security risk. Controls can include things like practices, processes, policies, procedures, programs, tools, techniques, technologies, devices, and organizational structures. Controls are sometimes also referred to as safeguards or countermeasures.

	Risk
	The chance of something happening, which will have an impact upon objectives. It is measured in terms of consequence and likelihood.

	Impact
	The outcome of an event or situation, expressed qualitatively or quantitatively, being a loss, injury, disadvantage or gain. There may be a range of possible outcomes associated with an event.

	Likelihood
	A qualitative description or synonym for probability or frequency.

	Risk Assessment
	The overall process of risk analysis and risk evaluation

	Risk Assessor
	Risk Assessor is the process champion / subject matter expert from each business unit who coordinates the information security risk assessment with the State Agency Security Manager

	Risk Identification
	Risk identification is a process that is used to find, recognize, and describe the risks that could affect the achievement of objectives

	Risk Analysis
	Risk analysis is a process that is used to understand the nature, sources, and causes of the risks that you have identified and to estimate the level of risk.

	Risk Evaluation
	Risk evaluation is a process that is used to compare risk analysis results with risk criteria in order to determine whether or not a specified level of risk is acceptable or tolerable.

	Risk Management
	The culture, processes and structures that are directed towards the effective management of potential opportunities and adverse effects.

	Risk Treatment
	Selection and implementation of appropriate options for dealing with risk.

	Residual Risk
	Residual risk is the risk left over after you’ve implemented a risk treatment option. It’s the risk remaining after you’ve reduced the risk, removed the source of the risk, modified the consequences, changed the probabilities, transferred the risk, or retained the risk.

	Risk Criteria
	Risk criteria are terms of reference and are used to evaluate the significance or importance of an organization’s risks. They are used to determine whether a specified level of risk is acceptable or tolerable.

	Risk Communication
	Risk communication and consultation is a dialogue between an organization and its stakeholders. Discussions could be about the existence of risks, their nature, form, likelihood, and significance, as well as whether or not risks are acceptable or should be treated, and what treatment options should be considered.



7. [bookmark: _Toc392962654][bookmark: _Toc407494400][bookmark: _Toc513546974]Points of Contact and Additional Resources
A. Contacts
<QCERT Details>

B. Additional Resources
1. Information Security Risk Management Framework
2. Information Security Risk Management Process Flow
3. Information Security Risk Management – Appendix and 
4. Information Security Risk Register template
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