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[bookmark: _Toc397463993][bookmark: _Toc407096459][bookmark: _Toc513542358]Appendix A – Information Security Risk Management Policy Template
[bookmark: _Toc392148069][bookmark: _Toc513542359]General Policy Statement
The State Agency / Organization ISRM policy is the high level policy on information security risk management and details the intent and policy objectives that are mandatory for all State Agencies / Organizations employees, contractors and service providers. 
The State Agencies / Organizations ISRM policy is aligned with the Information Security Risk Management Framework (ISRMF). The ISRM policy is supported by information security risk management procedure, processes and tools / template which are to be used as a reference point for implementing the information security risk management policy objectives. 
[bookmark: _GoBack]In situations where a risk-based approach leads to non-compliance with the State Agencies / Organizations information security risk management policy, a waiver must be signed-off by the information security governance / steering committee or Chief Executive Officer or Board of Directors of State Agencies / Organizations. The waiver must clearly stipulate the level of risk being signed-off and the rationale for non-compliance. 
[bookmark: _Toc392148070][bookmark: _Toc513542360]Application	
This policy provides guidance for facilitating a more consistent approach to ISRM across agencies and organizations. Even though the terminology in this document is geared toward the public sector, the policy can also be used to provide guidance on a variety of other semi-governmental, organizational, or institutional information security requirements.
[bookmark: _Toc392148071][bookmark: _Toc513542361]Scope
The ISRM Policy and all the supporting documents, applies to all employees, Board of Directors, temporary staff, contractual third parties and partners who have access to any information systems or information.
[bookmark: _Toc392148072][bookmark: _Toc513542362]Legal Mandate
[bookmark: _Toc392148073]Qatar Cyber Security Strategy and National Information Assurance Framework (NIAF) mandates that state agencies and organizations must perform periodic information security risk assessment.
[bookmark: _Toc513542363]Purpose and Applicability
The purpose of this policy is to ensure information security risks are identified, assessed, prioritized and managed in a coordinated manner.  
[bookmark: _Toc392148074][bookmark: _Toc513542364]Policy
· Establish an ISRMF comprising of administrative or specific ISRM laws, regulations, standards and procedures
· Define a risk management methodology in alignment with the ISRMF to identify, assess, evaluate, prioritize and treat / accept risks
· Establish an management information security governance / steering committee to manage, drive forward, review and improve State Agencies / Organization’s ISRM program
· The information security governance / steering committee shall meet periodically and in response to any significant security incident or any change in State Agencies / Organization’s business
· Designate State Agency Security Manager to assist in maintaining the information security framework, policy and procedure
· Perform information security risk assessment periodically and in response to any significant security incident or any change in State Agencies / Organizations’ business
· Prioritize and select controls to treat risks in alignment with Qatar National Information Assurance Framework
· Define and clearly indicate the risk-acceptance conditions and approval process
· Establish an effective and efficient method of communicating and managing risk
· Define procedures to monitor the risks and review ISRM cycle
· Changes in the business or legal/regulatory environment shall warrant the need to do information security risk assessment; and
· Although all State Agencies / organizations’ employees, contractors, partners and suppliers have a role in the management of information security risk, responsibility shall rest within State Agencies / organization’s management / Board of Directors


[bookmark: _Toc397463994][bookmark: _Toc407096460][bookmark: _Toc513542365]Appendix B – Information Security Risk Management Criteria
Information security risk management criteria(s) mentioned below is indicative, state agencies or constituencies may alter the rating / scale in accordance with the organizational policies or requirements.  
[bookmark: _Toc513542366]Information Asset Valuation Rating
	Category
	Information Asset Valuation Criteria / Rating
	Very High (4)
	High (3)
	Medium (2)
	Low (1)

	Financial
	Replacement value of the asset - the cost of recovery cleanup and replacing the information (if at all possible)
	Intolerably high costs; Significant impact to organization (greater than QAR 2M) 
	Cost is hardly tolerable; High impact to organization (QAR 1M-QAR 2M) 
	Moderate impact to organization (QAR 500K-QAR 1M)
	Negligible impact to organization (Less than QAR 500K)

	Business
	Business consequences of loss or compromise of the information asset
	Very high (e.g. 80 to 100% of the overall service or production)
	High (e.g. 50 to 80% of the overall service or production)
	Medium (e.g. 30 to 50% of the overall service or production)
	Low (e.g. 0 to 30% of the overall service or production)

	
	Dependencies - relevant and numerous processes supported by the information asset
	Information asset supports more than 10 high critical business processes 
	Information asset supports between 5 and 10 critical business processes
	Information asset supports between 1 and 5 less critical business processes
	Information asset does not support critical business processes

	
	If the information asset is compromised, how long will it take to have an impact on the organization?
	Very short period (e.g. seconds or minutes)
	Short period (e.g. hours)
	Medium period (e.g. days)
	Long period (e.g. weeks or months)

	Legal / regulatory
	Legal or regulatory consequences from the disclosure, modification, non-availability and/or destruction of the information asset
	Restriction of license or loss of licenses (Qatar Central Bank, Ministry of Business & Trade and other regulatory bodies)
	Non-compliance report with major observations and 
heavy penalty / fine imposed (e.g. greater than QAR 5M)
	Non-compliance report with observations and penalty / fine of less amount (e.g. less than QAR 5M)
	Non-compliance report with minor observations resulting in government warning / notice



[bookmark: _Toc513542367]Vulnerability Factor Rating
	Vulnerability Factors / Rating
	Very High (4)
	High (3)
	Medium (2)
	Low (1)

	Ease of discovery - How easy is it for this group of threat agents to discover this vulnerability?
	Detailed knowledge about the information asset is required e.g. professional experience
	General knowledge about the information asset is sufficient e.g. training
	Can be done with minor knowledge about the information asset e.g. procedure / manual
	Can be done without any knowledge about the information asset 

	Ease of exploit - How easy is it for this group of threat agents to actually exploit this vulnerability?
	Special equipment and expertise required
	Generally available equipment can be used and special skill required
	without any additional equipment being used or basic skill required
	Automated tools available or no specific skill required 

	Awareness - How well known is this vulnerability to this group of threat agents?
	Unknown – zero day
	Known only to information security experts
	Known only to information security experts and users
	public knowledge



[bookmark: _Toc513542368]Threat Likelihood (TL) Rating 
	Threat Likelihood
	Rating
	Consideration
	Frequency

	Very Unlikely (VU)
	1
	The capability of the threat is limited, and compensating controls are in place that effectively reduces the probability of vulnerability exploitation
	Once a year or null

	Unlikely (U)
	2
	The capability of the threat is medium, and implemented compensating controls lessen the probability of vulnerability exploitation
	Between 1 and 10 times per year

	Likely (L)
	3
	The capability of the threat is high, and compensating controls to reduce the probability of vulnerability exploitation are insufficient
	Between 10 and 100 times per year

	Highly Likely (HL)
	4
	The capability of the threat is significant, and compensating controls to reduce the probability of vulnerability exploitation are insufficient
	>100 times per year





[bookmark: _Toc513542369]Control Effectiveness Rating
	Control Effectiveness
	Rating
	Effectiveness of Control
	Consideration

	Low - Ineffective Controls
	1
	Does not reduce the frequency and severity of the threat(s) 
	Only protects against bottom 10% of an average threat population

	Medium - Moderately effective controls
	2
	Reduces the frequency and severity of the threat(s) moderately effectively
	Only protects against bottom 40% of an average threat population

	High - Effective Controls
	3
	Reduces the frequency and severity of the threat(s) effectively
	Protects against all but the top 40% of an average threat population

	Very High – Highly Effective Controls
	4
	Reduces the frequency and severity of the threat(s) highly effective
	Protects against all but the top 10% of an average threat population


[bookmark: _Toc513542370]Cost of Control Rating 
	Threat Likelihood
	Rating
	Consideration

	Low
	1
	Direct Cost: Negligible cost to organization (Less than QAR 100K)
Indirect Cost: No impact on system performance and employee morale

	Medium
	2
	Direct Cost: Moderate cost to organization (QAR 100K-QAR 500K)
Indirect Cost: Minor impact on system performance and employee morale e.g. system performance reports, employee complaints etc…

	High
	3
	Direct Cost: High cost to organization (QAR 500K-QAR 1M)
Indirect Cost: Moderate impact on system performance and employee morale e.g. system performance alerts, multiple / frequent employee complaints etc…

	Very High
	4
	Direct Cost: Significant cost to organization (greater than QAR 1M)
Indirect Cost: Major impact on system performance and employee morale e.g. system crashes frequently, employee by-passes the control





[bookmark: _Toc513542371]Risk Evaluation Matrix
	Vulnerability Factor
	Low (1)
	Medium (2)
	High (3)
	Very High (4)

	Threat Likelihood
	VU (1)
	U (2)
	L (3)
	HL (4)
	VU (1)
	U (2)
	L (3)
	HL (4)
	VU (1)
	U (2)
	L (3)
	HL (4)
	VU (1)
	U (2)
	L (3)
	HL (4)

	Asset Value
	Low (1)
	1
	2
	3
	4
	2
	4
	6
	8
	3
	6
	9
	12
	4
	8
	12
	16

	
	Medium (2)
	2
	4
	6
	8
	4
	8
	12
	16
	6
	12
	18
	24
	8
	16
	24
	32

	
	High (3)
	3
	6
	9
	12
	6
	12
	18
	24
	9
	18
	27
	36
	12
	24
	36
	48

	
	Very High (4)
	4
	8
	12
	16
	8
	16
	24
	32
	12
	24
	36
	48
	16
	32
	48
	64


[bookmark: _Toc513542372]Risk Rating Matrix
	Risk Measure
	Risk Treatment Required

	Low (1-9)
	Risk acceptable. No further action required.

	Medium* (10-17)
	Risk treatment must be considered

	High* (18-27)
	Risk treatment is required. Implement controls within the time-period specified by the business 

	Very High* (28-64)
	Risk treatment is required. Implement controls immediately to mitigate risks. 


* Where mitigation is impossible or unrealistic based on cost, feasibility, or benefit analysis, residual risk must be accepted by information asset owner.
[bookmark: _Toc513542373]Residual Risk Calculation formula
· Inherent Risk Rating = Information Asset Value * Vulnerability Factor Rating * Threat Likelihood Rating
· Initial Residual Risk Rating = Inherent Risk Value / Current Control Effectiveness Rating
· Final Residual Risk Rating = Intermediate Residual Risk Value / Planned Control Effectiveness Rating
 

[bookmark: _Toc397463995][bookmark: _Toc407096461][bookmark: _Toc513542374]Appendix C – Tools & Templates
Information Security Risk Management Checklist




[bookmark: _Toc397463996][bookmark: _Toc407096462][bookmark: _Toc513542375]Appendix D – Information Security Risk Management Approval Template
The undersigned acknowledge that they have reviewed the Information Security Risk Management Report and agree with the information presented within this document. Changes to this Information Security Risk Management Report will be coordinated with, and approved by, the undersigned, or their designated representatives.
[List the individuals whose signatures are desired.  Examples of such individuals are Information Security Steering / Governance Committee member, Business Owner(s), Project Manager (if identified), and other stakeholders.  Add additional lines for signature as necessary.]

	Signature:
	
	Date:
	

	Print Name:
	
	
	

	Title:
	
	
	

	Role:
	
	
	



	Signature:
	
	Date:
	

	Print Name:
	
	
	

	Title:
	
	
	

	Role:
	
	
	



	Signature:
	
	Date:
	

	Print Name:
	
	
	

	Title:
	
	
	

	Role:
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ISRM Checklist ver 0.3.xlsx
Sheet1

		#		Questionnaire		Status/ comments

		Information Security Risk Management Policy

		1		Does an Information Security Risk Management policy exist, which is approved by the management, published and communicated as appropriate to all employees? 

		2		Does it state the management commitment and set out the organizational approach to managing information security risk management?

		3		Does the board of directors establish risk management structure, with understanding that information system risk introduce into business crisis when webbed computer network goes down sequentially, widely and seriously?

		Review and Evaluation

		4		Does the Information Security Risk Management policy have an owner, who is responsible for its maintenance and review according to a defined review process?

		5		Does the process ensure that a review takes place in response to any changes affecting the basis of the original assessment, example: significant security incidents, new vulnerabilities or changes to organizational or technical structure?

		Information security infrastructure

		6		Allocation of information security responsibilities -  Are responsibilities for the protection of individual assets and for carrying out specific security processes clearly defined?

		7		Co-operation between organizations - Are the appropriate contacts with law enforcement authorities, regulatory bodies, utility providers, information service providers and telecommunication operators maintained to ensure that appropriate action can be quickly taken and advice obtained, in the event of an incident?

		Security of third party access 

		8		Are risks from third party access identified and appropriate security controls implemented?

		Accountability of Assets

		9		Inventory of assets - Is there a maintained inventory or register of the important assets associated with each information system?

		Information Classification

		10		Classification guidelines - Is there an Information classification scheme or guideline in place which will assist in determining how the information is to be handled and protected?

		11		Information labeling and handling - Is there an appropriate set of procedures defined for information labeling and handling in accordance with the classification scheme adopted by the organization? 

		Business Continuity and Impact Analysis

		12		Are events that could cause interruptions to business process been  identified? Example: equipment failure, flood and fire.

		13		Was a risk assessment conducted to determine impact of such interruptions?

		14		Was a strategy plan developed based on the risk assessment results to determine an overall approach to business continuity?

		Risk Identification

		15		Does the state agency / organization recognize and evaluate risks across the organization, including evaluations of computer systems for different operational functions such as the accounting system, external system, securities system, and international system? 

		16		If departmentss other than the IT department build their own computer systems, does they recognize and evaluate the risks in these systems? 

		17		Does thestate agency / organization recognize and evaluate the increasing diversity and  degree of risk from the expansion of networks (the Internet, electronic mail) and the widespread use of personal computers?

		Risk Assessment & Treatment

		18		Do you know what your organisation’s risk appetite is? What regulatory controls apply to the organisation?

		19		Do you treat information risk management as a lifecycle? Are policies and controls living documents that adapt to the needs of the organisation and changes to regulation?

		20		Does the state agency / organization conduct independent risk assessment on the system at least every three years or when a significant change occurs to the system to identify risks based on the adequacy of the security controls in place?

		21		Are the security controls, currently implemented and planned, consistent with the system criticality and data sensitivity levels?

		22		Does the state agency / organization identified all the Threat sources, both natural and manmade, and a list of known system vulnerabilities that could be exploited by a threat source is developed and updated?

		23		Are the security controls reviewed on a periodic basis (a minimum of once every three years or when ever the system facilities, or other conditions change)?

		Risk Communication

		24		Are the stakeholders / decision-makers  who are required to approve the risk treatment plan have been identified?

		25		Does the state agency / organization identified all the methods used to communicate the risks to the identified stakeholders and decision-makers (i.e., risk reports, presentation, etc.)?

		26		Are the document(s) expected from the stakeholders / decision-makers to approve the risk treatment plan have been identified?

		Risk Monitoring

		27		Describe the available resources and/or systems in place to monitor the risks, threats, and vulnerabilities identified through this process:

		28		Describe how the change management process within the organization will be used to monitor assets included in this assessment:

		Training

		29		Do all employees of the organization and third party users (where relevant) receive appropriate Information Security Risk Management training and regular updates in organizational policies and procedures?

		30		Does a formal reporting procedure exist, to report security/threat incidents through appropriate management channels as quickly as possible?

		31		Does a formal reporting procedure or guideline exist for users, to report security weakness in, or threats to, systems or services?
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