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Classification: Currently the template is classified as Public, however the final Policy document shall bear a classification label based on the agency’s information classification scheme	

[bookmark: _Toc508606233]Definitions & References
[bookmark: _Toc508606234]Definitions
	“Information System”
	This is “Agency’s” hardware (servers, workstations, printers, scanners, etc.), software, network infrastructure and the data stored/associated with them.

	“Employee”
	This refers to all staff, permanent or temporary, on contract or employed by third parties and consultants that are providing services to “Agency”.

	 “IT Administration”
	This refers to <<IT Department>>, who are responsible for “Agency’s” Information Systems.

	“MUST/SHALL”
	The statement is an absolute requirement.

	“MUST NOT/SHALL NOT”
	The statement is an absolute prohibition.

	“MAY”
	The statement is a truly optional requirement.

	“SHOULD”
	Use of this term indicates that there maybe valid reasons in particular circumstances to ignore a particular item, but the full implications must be understood and carefully weighed before choosing a different course.



[bookmark: _Toc508606235]References

[IAP-NAT-INFA]	National Information Assurance Manual, MOTC,  (Unclassified)[footnoteRef:1] [1:  Appendix A provides a mapping of this AUP policy to the NIA Manual.] 

[IAP-NAT-DCLS]	National Information Classification Policy, MOTC,  (Unclassified)
[bookmark: _Toc508606236]Introduction
The purpose of this policy is to outline the acceptable use of computer and telecommunications equipment at Agency. These rules are in place to protect the employee and Agency. Inappropriate use exposes Agency to risks including virus attacks, loss of confidential data, compromise of network systems and services, and legal issues. 
Information security is no longer a technical issue but a business enabler. The challenge is to adapt it to the business objectives by developing a comprehensive information security strategy encompassing governance, risk management and compliance. It is a top-down process that begins with support and commitment from the management. Agency’s management has agreed to adopt a culture of information security in its business activities. It has mandated the use of National Information Assurance Policies as the guiding standard for this adoption.
Information security is everybody’s responsibility. It goes without saying that security is not complete without you. We seek the involvement, participation and support of every Agency employee and affiliate who deals with Agency’s Information Systems.
All Employees MUST acknowledge and sign this acceptable usage policy before gaining access to Agency’s Information Systems.
[bookmark: _Toc508606237]Scope           
This policy applies to all Employees and to all Information Systems owned or leased by Agency. 



















	
[bookmark: _Toc508606238]Policy
[bookmark: _Toc508606239]General Use and Ownership
[bookmark: OLE_LINK2]3.1.1	Information Systems are provided to assist Employees in carrying out their official duties. Although reasonable personal use is permitted, Employees SHALL ensure this personal use does not impede or affect their work and that their usage is in line with this policy.
3.1.2	All information created on Information Systems SHALL remains the property of Agency.
3.1.3	Confidentiality of Employees’ personal information on Information Systems is not guaranteed. Employees SHOULD avoid storing personal information on corporate machines.
3.1.4	For security, administration, and compliance purposes, authorized individuals within Agency MAY monitor Information Systems, system usage logs and the data stored on those systems at any time.
[bookmark: _Toc508606240]Information Classification and Protection
3.2.1	Employees SHOULD take all necessary steps to classify the information and ensure suitable controls are in place to prevent unauthorized access to that information. This policy requires information to be classified as follows:
Public information. Information available on the web or provided for public consumption. Classification label: “Unclassified”, “Public” or no label.
Agency internal information; material whose disclosure would cause light to moderate damage to the affected party. e.g. internal memos, minutes, etc. that are not for public consumption. Classification label: “Internal”.
Agency restricted information; access for defined users, roles or user groups, according to specific rules; material whose disclosure would cause serious damage to the affected party, e.g. HR data, sensitive constituent data, etc. Classification label: “Restricted”
Agency confidential information; limited access to a very small set of persons; material whose disclosure would cause severe damage to the affected party, e.g. board/executive/minister level management changes, financial details, strategic decisions etc. Classification label: “Confidential”

The default classification of any information that has not been formally classified is “Internal”.

3.2.2	Encryption used on sensitive information SHALL comply with the National Information Assurance Manual; section IE [IAP-NAT-INFA].
3.2.3	Security applications that have been installed on Information Systems (e.g. anti-virus, personal firewalls etc.) SHALL NOT be disabled and SHALL remain operational at all times.
3.2.4	All files that are uploaded from external sources (via CD, USB memory devices, etc.) or downloaded from the Internet to Information Systems SHALL are scanned by anti-virus software before further use.
3.2.5	Employees SHALL be responsible for the security of any corporate information stored on portable media in their possession. Protection of such portable media SHALL be by way of suitable encryption and/or strong passwords, or similar. Loss of such portable media (containing sensitive corporate data) SHALL be immediately reported to their line manager and to IT Administration.
3.2.6	Unauthorised access, use, transmission, damage, deletion, suppression, alteration or interference with Agency’s Information Systems MUST NOT be undertaken.
3.2.7	Employees SHALL NOT violate the rights of any person or company protected by copyright, trade secret, patent or other intellectual property, or similar laws or regulations, including, the copying or distribution of "pirated" or other software products that are not appropriately licensed for use by Agency.
[bookmark: _Toc508606241]System and Network Usage
3.3.1	Before use of Information Systems, Employees SHALL authenticate themselves by providing a valid username and password/passphrase. At the end of the working session, they SHALL logoff the Information System. If a system is left attended, it SHOULD be locked to prevent unauthorized access and use.
3.3.2	Information System passwords/passphrases SHALL be kept secret and not shared with anyone else, including IT administration staff. They SHALL be changed at least once every 90 days and be of at least 12 characters in length.
3.3.3	Employees SHALL NOT modify or tamper with Information System hardware. Additionally they SHALL NOT install any software (executable code) without prior approval from IT Administration.
3.3.4	Employees, unless authorized as part of their job duties, SHALL NOT engage in activities that may affect the integrity or availability of the network. Activities include, scanning of IP addresses, network reconnaissance, sniffing, hacking etc.
[bookmark: _Toc508606242]Web Usage
[bookmark: OLE_LINK6]3.4.1	Limited and occasional use of Information Systems to carry out Internet browsing, electronic posting or publishing is acceptable, provided that:
a. it is carried out in a professional and responsible manner;
b. it does not otherwise violate Agency’s policy or is detrimental to Agency’s best interests;
c. it does not interfere with an employee's regular work duties. 
3.4.2	Electronic posting or publishing by Employees on the Internet, public mailing lists, newsgroups, discussion groups, forums, blogs, etc. using Agency credentials (e.g. official email address, official designation/ address) MUST contain a disclaimer stating that the opinions expressed are strictly their own personal opinions/beliefs and not necessarily those of Agency. Agency’s trademarks, logos, branding and any other Agency intellectual property SHALL NOT be used in connection with any personal electronic posts or publishing. This provision does not affect officially authorised postings on behalf of Agency.
[bookmark: OLE_LINK4]3.4.3	Employees MUST NOT make any discriminatory, disparaging, defamatory or harassing comments regarding Agency or its Employees in their electronic postings or publishing.
3.4.4	Employees, as per their employment contract, MUST NOT reveal any proprietary information, trade secrets, procurement details or any other material classified by Agency as Internal, Restricted or Confidential in their electronic postings or publishing.
[bookmark: _Toc508606243]Email, Messaging and Communications Activities 

3.5.1	Employees SHOULD NOT open email attachments received from unknown senders, as they may contain viruses, email bomb, malicious codes etc. Any email with an executable attachment SHOULD NOT be opened.
3.5.2	Employees SHALL NOT use corporate email/messaging to distribute material that:
a. Is illegal or violates the morals and values of the State of Qatar;
b. May offend an individual or a group of individuals;
c. Typically qualifies as unsolicited email, chain emails, “Ponzi” or other such scamming techniques.
3.5.3	All emails sent externally SHALL have the following disclaimer attached:
“The information in this email, including attachments, may contain information that is confidential, protected by intellectual property rights, and may be legally privileged. It is intended solely for the addressee(s). Any access, use, disclosure, copying, or distribution of the information contained herein by persons other than the designated addressee is unauthorized and may be unlawful. If you are not the intended recipient, you should delete this message immediately from your system. If you believe that you have received this email in error, please contact the sender or Agency at <<Helpdesk Telephone number here>> or <<Designated Email address here>>. Any views expressed in this email or its attachments are those of the individual sender except where the sender, expressly and with authority, states them to be the views of Agency.”
[bookmark: OLE_LINK5][bookmark: OLE_LINK1]3.5.4	Employees SHALL NOT send externally any information classified as Restricted, by email or similar, unprotected. Information classified as Confidential SHALL be protected when sent internally or externally, by email or similar. Protection MAY be by way of suitable encryption and/or strong passwords, or similar.
[bookmark: _Toc508606244]Mobile Devices and Laptops 
3.6.1	As mobile devices and laptops are especially vulnerable to theft and loss, stored data related to Agency SHALL be encrypted, wherever technically feasible. In case of theft or loss, the incident MUST be immediately reported to IT Administration as a security incident.
3.6.2	Employees SHALL ensure that mobile devices and laptops are kept under continual direct supervision when in use or kept secured when not in use.
3.6.3	Mobile devices and laptops not directly owned or controlled by Agency SHALL NOT be used in conjunction with any Information System. Exemptions MAY be granted on a case-by-case basis; the employee’s line manager and IT Administration SHALL authorize these.
3.6.4	Mobile devices and laptops not owned or managed by Agency MAY be temporarily connected to Agency’s networks provided they connect through approved channels or are segregated from the main corporate network by a firewall.
[bookmark: _Toc508606245]Physical Security
3.7.1	Employees SHALL be provided with an access card to permit access to Agency’s premises. All Employees SHALL be provided 24x7 access to their department floors and access from o6:30 to 16:30 to all other floors[footnoteRef:2]. This access does not include secure areas such as “Examples of secure areas here”. Access to secure areas MAY be provided on a “need to have” basis. [2:  To be customized based on the Agency’s Access policy] 

3.7.2.	Employees SHALL use only their own card to access Agency premises. Sharing of cards is not permitted.
3.7.3	Exit doors provided on each floors are for emergency use only. These SHALL NOT be used for regular access.
[bookmark: _Toc508606246]Incident Response
3.8.1	An incident is defined as a violation or imminent threat of violation of computer security policies, acceptable use policies, or standard security practices. All Employees SHALL report any observed incident immediately to the IT Administration helpdesk or alternatively to their line manager. Incidents may be reported by phone (“Helpdesk Phone number here”) or by email (“Helpdesk Email address here”).
[bookmark: _Toc508606247]Unacceptable Use 
The following activities are, in general, prohibited:
3.9.1.	Employees SHALL NOT engage in any activity that is illegal, within the State of Qatar, using Information Systems.
3.9.2	The following activities are strictly prohibited, with no exceptions: 
a. Using Information Systems to actively engage in procuring or transmitting material that SHALL be deemed as obscene, offensive to the state and/or co-Employees;
b. Making fraudulent offers of products, items, or services originating from any Agency account;
c. Circumventing the security systems implemented to protect Information Systems;
d. Providing Agency’s Internal, Restricted or Confidential information including, personal information of Agency Employees, its financial information, strategic plans etc. to parties outside Agency for personal gain.
e. Using of anonymous, faked or forged identities on Information Systems


[bookmark: _Toc508606248]Enforcement 
Any employee found to have violated this policy MAY be subject to disciplinary action as per Agency’s HR manual. This could include formal reprimands up to and including termination of employment. Criminal activities MAY be forwarded to appropriate law enforcement authorities within the State of Qatar. 
[bookmark: _Toc508606249]Appendix A - National IA Policy Mapping

	#
	AUP Clause
	NIA Policy Section
	NIA Policy Clause

	3.1 General Use and Ownership

	1
	3.1.1
	System Usage Security
	SU1

	2
	3.1.2
	N/A
	

	3
	3.1.3
	N/A
	

	4
	3.1.4
	Logging and System Monitoring
	SM1

	3.2 Information Classification and Protection

	5
	3.2.1
	Data Labelling
	DL2

	6
	3.2.2
	Cryptography
	CY3, CY4,

	7
	3.2.3
	Software Security
	SS13

	8
	3.2.4
	Information Exchange & Network Security
	IE11, NS26, NS34

	9
	3.2.5
	Information Exchange
	IE6

	10
	3.2.6
	Personnel Security and Access Control Security
	PS7, AM6

	11
	3.2.7
	Software Security
	SS8

	3.3 System and Network Usage

	12
	3.3.1
	Access Control Security
	AM12, AM23

	13
	3.3.2
	Access Control Security
	AM20

	14
	3.3.3
	System Usage Security
	SU1

	15
	3.3.4
	Personnel Security
	PS7, PS8

	3.4 Web Usage

	16
	3.4.1
	System Usage Security
	SU2

	17
	3.4.2
	Information Exchange
	IE13

	18
	3.4.3
	System Usage Security and Gateway Security
	SU2, SU6, GS10

	19
	3.4.4
	Gateway Security
	GS5, GS8

	3.5 Email and Communication Activities

	21
	3.5.1
	System Usage Security
	SU6, SU7

	22
	3.5.2
	System Usage Security
	SU6, SU7

	23
	3.5.3
	Information Exchange
	IE10

	24
	3.5.4
	Information Exchange
	IE9, IE12

	3.6 Mobile Devices and Laptops

	25
	3.6.1
	Portable Devices and Working Off-Site Security
	OS5, OS9

	26
	3.6.2
	Portable Devices and Working Off-Site Security
	OS6

	27
	3.6.3
	Portable Devices and Working Off-Site Security
	OS7

	28
	3.6.4
	Portable Devices and Working Off-Site Security
	OS8

	4.7 Physical Security

	29
	3.7.1
	Physical Security
	PH1

	30
	3.7.2
	Access Control Security
	AM14

	31
	3.7.3
	Physical Security
	PH1

	3.8 Incident Response

	32
	3.8.1
	Incident Management
	IM5

	3.9 Unacceptable Use

	33
	3.9.1
	System Usage Security
	SU1

	34
	3.9.2
	System Usage Security
	SU1
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